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2

2.1

2.1.1

y2 = x3 + ax + b
Fq (x, y) O E(Fq)

E(Fq) = {(x, y) ∈ F2q : y2 = x3 + ax + b} ∪ {O} (2.1)

E(Fq) [40–42]
2.1

P(x1, y1) Q(x2, y2) x1 � x2 2

y − y1 = y1 − y2x1 − x2 (x − x1) (2.2)

x 3

(
y1 − y2
x1 − x2 (x − x1) + y1

)2
= x3 + ax + b (2.3)

3 3 x1, x2, x3

(x − x1)(x − x2)(x − x3) = 0 (2.4)

10



2.1:

x1 + x2 + x3 3 2
P,Q

x3 =
(
y1 − y2
x1 − x2

)2
− x1 − x2 (2.5)

y3 = y1 +
y1 − y2
x1 − x2 (x3 − x1) (2.6)

x P + Q
(x3,−y3)

2 2
P(x1, y1) 2

2P :
P

y − y1 = f ′(x1)(x − x1)

=
3x21 + a
2y1

(x − x1) (2.7)

11



x 3

⎛⎜⎜⎜⎜⎝3x
2
1 + a
2y1

(x − x1) + y1
⎞⎟⎟⎟⎟⎠
2

= x3 + ax + b (2.8)

3 3 x1, x2, x3 3 x1, x3′ x1

(x − x1)2(x − x′3) = 0 (2.9)

2x1 + x′3 3 2
P

x′3 =
⎛⎜⎜⎜⎜⎝3x

2
1 + a
2y1

⎞⎟⎟⎟⎟⎠
2

− 2x1 (2.10)

y′3 = y1 +
3x21 + a
2y1

(x′3 − x1) (2.11)

x 2P (x′3,−y′3)

O

P + O = P (2.12)

P P P
x P y

2
O

P −P

12



P −P P y

P P
−P P x

2.1.2

2 1
[43] [41]

G1,G2 p Gτ

p e : G1 ×G2 → Gτ G1,G2 Gτ

Gτ iτ P ∈ G1,Q ∈ G2

• P e(P,Q) = iτ Q

• Q e(P,Q) = iτ P

• P1, P2 ∈ G1,Q ∈ G2

e(P1P2,Q) = e(P1,Q) · e(P2,Q) (2.13)

• P ∈ G1,Q1,Q2 ∈ G2

e(P,Q1Q2) = e(P,Q1) · e(P,Q2) (2.14)

• a, b ∈ Z∗p P ∈ G1,Q ∈ G2

e(Pa,Qb) = e(Pb,Qa) = e(Pab,Q) = e(P,Qab)

= e(P,Q)ab (2.15)

13



G1,G2 p Gτ

p e : G1 ×G2 → Gτ G1,G2

Gτ

Gτ iτ P ∈ G1,Q ∈ G2

• P e(P,Q) = iτ Q

• Q e(P,Q) = iτ P

• P1, P2 ∈ G1,Q ∈ G2

e(P1 + P2,Q) = e(P1,Q) · e(P2,Q) (2.16)

• P ∈ G1,Q1,Q2 ∈ G2

e(P,Q1 + Q2) = e(P,Q1) · e(P,Q2) (2.17)

• a, b ∈ Z∗p P ∈ G1,Q ∈ G2

e(aP, bQ) = e(bP, aQ) = e(abP,Q) = e(P, abQ)

= e(P,Q)ab (2.18)

Tate [44]

2.1.3 DH

Diffie Hellman DH
Diffie-Hellman [45] p

(Z/pZ)× φ(p) g ∈ (Z/pZ)×
y ∈ (Z/pZ)× y ≡ gx x ∈ Z∗p x

y g [46]
Shanks Baby-Step-Giant-Step [47]

Pollard ρ [48] [49] [50]

14



DH

DH DH CDH Computational Diffie-Hellman
DDH Decisional Diffie-Hellman

CDH a, b ∈ Z∗p g ∈ (Z/pZ)× (g, ga, gb) gab

DDH a, b, c ∈ Z∗p g ∈ (Z/pZ)× (g, ga, gb, gc) c = ab

CDH a, b
gab CDH

CDH DDH CDH
gab gc c = ab

CDH DDH
co-CDH Computational co-Diffie-Hellman

co-DDH Decisional co-Diffie-Hellman G′1,G
′
2 p

co-CDH a ∈ Z∗p g1 ∈ G′1, g2 ∈ G′2 (g1, g2, ga1) ga2

co-DDH a, b ∈ Z∗p g1 ∈ G′1, g2 ∈ G′2 (g1, g2, ga1, g
b
2)

a = b

co-CDH a
ga2 co-CDH

co-CDH co-DDH co-CDH
ga2 gb2 a = b

co-CDH co-DDH
g ∈ E(Fq)

y ∈ E(Fq) y ≡ xg x ∈ Z∗p x
[46]
co-CDH co-DDH [27,43] G′′1 ,G

′′
2

p

15



co-CDH a ∈ Z∗p g1 ∈ G′′1 , g2 ∈ G′′2 (g1, g2, ag1)
ag2

co-DDH a, b ∈ Z∗p g1 ∈ G′′1 , g2 ∈ G′′2 (g1, g2, ag1, bg2)
a = b

co-CDH
a ag2

co-CDH
co-CDH co-DDH co-CDH ag2

bg2 a = b
co-CDH co-DDH

2.2

2.2.1

2
[51]

m ∈ {0, 1}∗ K ∈ {0, 1}∗ c

c K
m

(Confidentiality)

(Robustness)
1

2
1

[52]

16



2013
64 128 128 192

256

2.2.2
AES Advanced Encryption Standard [53] MISTY [54]

Camellia [55]

RC4 [56] KCipher-2 [57]

2.2.2

[51] 2

2.2

CBC Cipher Block Chaining i mi i− 1
ci−1 i = 1 IV Initialization Vector:

i
ci

OFB Output FeedBack i mi IV i

i ci
2 ECB Electronic

CodeBook

17



2.2:

CFB Cipher FeedBack i mi i − 1
ci−1 i = 1 IV

i ci

CTR CounTeR i mi
CTR i − 1

i ci

2.2.3 Cycle-walking

Cycle-walking

[38] M

M k 0 ≤ M ≤ k − 1 N k
2 n N n = log2 N

EK(·) K m ∈ M

Cycle-walking n CyK(·)

18



Algorithm 1

Algorithm 1 CyK(m):Cycle-walking encryption procedure
a← EK(m)
if a ∈M then
return a

else
return CyK(a)

end if

E−1K (·) EK(·) c ∈ M
Cycle-walking n Cy−1K (·) Algorithm 2

Algorithm 2 Cy−1K (c):Cycle-walking decryption procedure
a← E−1K (c)
if a ∈M then
return a

else
return Cy−1K (a)

end if

m M

2.3

2.3.1

Diffie Hellman [45]
Rivest Shamir Adleman RSA [58] El Gamal

El Gamal [59] DSA Digital Signature Algorithm
[60]

3
[46, 51]

k
(x, v)

19



M

m ∈M x
σ

m ∈ M σ v

True
False

PKI Public Key Infrastructure: [61]

(Correctness)
True

(Security)
False

2.3.2 GDH

2.1.3 DH
CDH DDH

p GGDH GGDH GDH [62]
GDH [63,64]

[43, 65]
[62]

g ∈ GGDH x ∈ Z∗p v = gx x v

H : {0, 1}∗ → GGDH m ∈ {0, 1}∗
h = H(m) σ = hx σ m

20



g, v,m, σ h = H(m) DDH

logg v = logh σ mod p (2.19)

logg v = logg g
x = x (2.20)

logh σ = logh h
x = x (2.21)

2.3.3 BLS

Boneh Lynn Shacham 2.1.2 2.3.2
BLS [27] BLS

2.1.3 co-DDH
2.1.2

g ∈ G1 x ∈ Z∗p v = gx x v

H : {0, 1}∗ → G2 m ∈ {0, 1}∗
h = H(m) σ = hx σ m

: g, v,m, σ h = H(m)

e(g, σ) = e(v, h) (2.22)

MapToGroup [27, 43]

e(g, σ) = e(g, hx) = e(g, h)x (2.23)

21



e(v, h) = e(gx, h) = e(g, h)x (2.24)

BLS 2.1.2
BLS

g ∈ G1 x ∈ Z∗p v = xg x v

H : {0, 1}∗ → G2 m ∈ {0, 1}∗
h = H(m) σ = xh σ m

: g, v,m, σ h = H(m)

e(g, σ) = e(v, h) (2.25)

e(g, σ) = e(g, xh) = e(g, h)x (2.26)

e(v, h) = e(xg, h) = e(g, h)x (2.27)

BLS [13,28–30,66–74]

2.3.4

2.3.3 BLS

[28,29]
U = {u1, · · ·, un}

L = {ui1 , · · ·, uil} ⊆ U

22



J = {i1, · · ·, il} uk k

g ∈ G1 ui ∈ U xi ∈ Z∗p
vi = g

xi vi = xig xi
ui vi ui

H : {0, 1}∗ → G2 m ∈ {0, 1}∗
uiα ∈ L uiα ∈ L

h = H(m)

σiα = h
xiα (2.28)

σiα = xiαh (2.29)

σiα m uiα

σiα

σ =
∏
j∈J
σ j (2.30)

σ =
∑
j∈J
σ j (2.31)

)
(m,L, σ)

(m,L, σ), g L

v j j ∈ J

v =
∏
j∈J
v j (2.32)

23



v =
∑
j∈J
v j (2.33)

m h = H(m)

e(g, σ) = e(v, h) (2.34)

e(g, σ) = e(g,
∏
j∈J
σ j) = e(g, h

∑
j∈J x j) = e(g, h)

∑
j∈J x j (2.35)

e(g, σ) = e(g,
∑
j∈J
σ j) = e(g,

∑
j∈J
x jh) = e(g, h)

∑
j∈J x j (2.36)

e(v, h) = e(
∏
j∈J
v j, h) = e(g

∑
j∈J x j , h) = e(g, h)

∑
j∈J x j (2.37)

e(v, h) = e(
∑
j∈J
v j, h) = e(

∑
j∈J
x jg, h) = e(g, h)

∑
j∈J x j (2.38)

2.3.5

2.3.3 BLS

[13,27]
2.3.4 U = {u1, · · ·, un}
L = {ui1 , · · ·, uil} ⊆ U

J = {i1, · · ·, il} uk
k
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: g ∈ G1 ui ∈ U xi ∈ Z∗p
vi = g

xi vi = xig xi
ui vi ui

: H : {0, 1}∗ → G2 miα
uiα ∈ L uiα ∈ L

hiα = H(miα)

σiα = h
xiα
iα (2.39)

σiα = xiαhiα (2.40)

σiα miα uiα

: σiα

σ =
∏
j∈J
σ j (2.41)

σ =
∑
j∈J
σ j (2.42)

(mi1 , . . . ,mil ,L, σ)

: (mi1 , . . . ,mil ,L, σ), g L

v j j ∈ J miα hiα = H(miα)

e(g, σ) =
∏
j∈J
e(v j, h j) (2.43)
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e(g, σ) = e(g,
∏
j∈J
hxjj ) =

∏
j∈J
e(g, hxjj ) =

∏
j∈J
e(g, h j)x j (2.44)

e(g, σ) = e(g,
∑
j∈J
x jh j) =

∏
j∈J
e(g, x jh j) =

∏
j∈J
e(g, h j)x j (2.45)

∏
j∈J
e(v j, h j) =

∏
j∈J
e(gx j , h j) =

∏
j∈J
e(g, h j)x j (2.46)

∏
j∈J
e(v j, h j) =

∏
j∈J
e(x jg, h j) =

∏
j∈J
e(g, h j)x j (2.47)

[13]
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3

3.1

ID
[75] ID ID

[76]
PKG Private Key Generator: 1

PKG master secret
master secret 1 PKG

PKG
PKG PKG (master secret )

PKG PKG
PKG

JPEG 2000 1

[77,78]
[30]

[79]
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[80]

3.2

3.2.1

:

G1,G2: G1

1 G2 2

g1: G1

g2: G2

e:

uy: y uy � null

xy, vy, v′y: uy xy ∈ Z∗p vy = xyg1, v′y = xyg2

Ly: u1 uy

Vy:

my: uy

H: {0, 1}∗ → G2 :MapToGroup [27, 43]

σ′y: uy BLS

σy: u1 uy
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•

•
•
•

[81, 82]

g1 ∈ G1 g2 ∈ G2 ui xi ∈ Z∗p
vi = xig1, v′i = xig2 xi

ui vi, v
′
i ui

29



1. 1 u1

h =H(m) (3.1)

σ′1 =x1h (3.2)

σ1 =σ
′
1 (3.3)

L1 ={(0, u1)} (3.4)

V1 =v1 (3.5)

u1 (v1, σ′1, σ1,L1,V1) 2 u2

2. i ui i− 1 ui−1 (vi−1, σ′i−1, σi−1,Li−1,Vi−1)

h =H(m) (3.6)

σ′i =xih (3.7)

σi =σi−1 + (xi − 1)σ′i−1 + σ′i (3.8)

Li =Li−1 + {(ui−1, ui)} (3.9)

Vi =Vi−1 + (xi − 1)vi−1 + vi (3.10)

ui (vi, σ′i , σi,Li,Vi) i + 1 ui+1

3. un (vn−1, σ′n−1, σn−1,Ln−1,Vn−1)

h =H(m) (3.11)

σ′n =xnh (3.12)

σn =σn−1 + (xn − 1)σ′n−1 + σ′n (3.13)

Ln =Ln−1 + {(un−1, un)} (3.14)

Vn =Vn−1 + (xn − 1)vn−1 + vn (3.15)

σn Ln Vn u1, . . . , un m

1. Ln v1, . . . , vn v
′
1, . . . , v

′
n

m
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2.

e(Vn, g2) = e(v1, g2) ·
n∏
j=2
e(v j−1, v′j) (3.16)

Ln 1 null 2
1 2

2

e(Vn, g2) =e((x1 +
n∑
j=2
(x j−1x j))g1, g2)

=e(g1, g2)x1+
∑n
j=2(x j−1x j)

=e(g1, g2)x1 ·
n∏
j=2
e(g1, g2)x j−1x j

=e(x1g1, g2) ·
n∏
j=2
e(x j−1g1, x jg2)

=e(v1, g2) ·
n∏
j=2
e(v j−1, v′j) (3.17)

3. h = H(m)

e(g, σn) = e(Vn, h) (3.18)

e(g1, σn) =e(g1, (x1 +
n∑
j=2
(x j−1x j))h)

=e((x1 +
n∑
j=2
(x j−1x j))g1, h)

=e(Vn, h) (3.19)
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3.1: 2 3

3.2.2

3.2.1

1

3.1 2 3

3.3.1

ut: 1

ui,oi : (oi 2 )

ub,ob: (ob 4 )

xt, vt, v′t: vt = xtg1, vt = xtg2

xi,oi , vi,oi , v′i,oi : vi,oi = xi,oig1, v′i,oi = xi,oig2
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xb,ob , vb,ob , v′b,ob: vb,ob = xb,obg1, v′b,ob = xb,obg2

Lt:

Li,oi : ui,oi

Lb,ob: ub,ob

Vt:

Vi,oi ,Vb,ob: Vt

σ′i,oi , σ
′
b,ob: BLS ui,oi ub,ob m

σt:

σi,oi , σb,ob: σt ui,oi ub,ob

3.2.1

g ∈ G1 uq,r(q)w xq,r(q)w ∈ Z∗p
vq,r(q)w = xq,r(q)wg1, v′q,r(q)w = xq,r(q)wg2

xq,r(q)w uq,r(q)w vq,r(q)w , v
′
q,r(q)w uq,r(q)w

1. ub,1

h =H(m) (3.20)

σ′b,1 =xb,1h (3.21)

σb,1 =σb,1 (3.22)

Lb,1 ={(0, ub,1)} (3.23)

Vb,1 =vb,1 (3.24)
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(ub,1, vb,1, σ′b,1, σb,1,Lb,1,Vb,) ub,1
ui,1

ub,2 ui,1 ub,3, ub,4
ui,2

2. ui,1

h =H(m) (3.25)

σ′i,1 =xi,1h (3.26)

σi,1 =S b,1 + S b,2 (3.27)

+ (xi,1 − 1)σb,1 + (xi,1 − 1)σb,2 + σi,1 (3.28)

Li,1 =Lb,1 + Lb,2 + {(ub,1, ui,1) + {(ub,2, ui,1)} (3.29)

Vi,1 =Vb,1 + Vb,2 (3.30)

+ (xi,1 − 1)vb,1 + (xi,1 − 1)vb,2 + vi,1 (3.31)

(ui,1, vi,1, σ′i,1, σi,1,Li,1,Vi,1) ui,1
ut

1 ui,1 ut

3. ut

h =H(m) (3.32)

σ′t =xth (3.33)

σt =S i,1 + S i,2 + (xt − 1)σi,1 + (xt − 1)σi,2 + σt (3.34)

Lt =Li,1 + Li,2 + {(ui,1, ut) + {(ui,2, ut)} (3.35)

Vt =Vi,1 + Vi,2 + (xt − 1)vi,1 + (xt − 1)vi,2 + vt (3.36)

(σt,Lt,Vt)

1. Lt vt, vi,oi , vb,ob

2. Lt
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e(Vt, g2)

=

4∏
j=1
e(vb, j, g2) ·

2∏
k=1
e(vi,1, v′b,k) ·

4∏
n=3
e(vi,2, v′b,n) ·

2∏
q=1
e(vt, v′i,q) (3.37)

e(Vt, g2) =e(

⎛⎜⎜⎜⎜⎜⎜⎜⎝
4∑
j=1
xb, j +

2∑
k=1
(xi,1xb,k) +

4∑
n=3
(xi,2xb,n) +

2∑
q=1
(xtxi,q)

⎞⎟⎟⎟⎟⎟⎟⎟⎠ g1, g2)
=e(g1, g2)

∑4
j=1 xb, j+

∑2
k=1(xi,1xb,k)+

∑4
n=3(xi,2xb,n)+

∑2
q=1(xtxi,q)

=e(g1, g2)
∑4
j=1 xb, j · e(g1, g2)

∑2
k=1(xi,1xb,k)

· e(g1, g2)
∑4
n=3(xi,2xb,n) · e(g1, g2)

∑2
q=1(xtxi,q)

=

4∏
j=1
e(xb, jg1, g2) ·

2∏
k=1
e(xi,1g1, xb,kg2)

·
4∏
n=3
e(xi,2g1, xb,ng2) ·

2∏
q=1
e(xtg1, xi,qg2)

=

4∏
j=1
e(vb, j, g2) ·

2∏
k=1
e(vi,1, v′b,k) ·

4∏
n=3
e(vi,2, v′b,n) ·

2∏
q=1
e(vt, v′i,q) (3.38)

3. h = H(m)

e(g1, σt) = e(Vt, h) (3.39)

e(g1, σt) =e(g1,

⎛⎜⎜⎜⎜⎜⎜⎜⎝
4∑
j=1
xb, j +

2∑
k=1
(xi,1xb,k) +

4∑
n=3
(xi,2xb,n) +

2∑
q=1
(xtxi,q)

⎞⎟⎟⎟⎟⎟⎟⎟⎠ g2)

=e(

⎛⎜⎜⎜⎜⎜⎜⎜⎝
4∑
j=1
xb, j +

2∑
k=1
(xi,1xb,k) +

4∑
n=3
(xi,2xb,n) +

2∑
q=1
(xtxi,q)

⎞⎟⎟⎟⎟⎟⎟⎟⎠ g1, g2)
= e(Vt, h) (3.40)
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3.2.3

3.2.1

2 ui−1, ui xi−1, xi
m xi−1xiH(m)

2 ui−1, ui
xi−1, xi xi−1xig1

Vn xi−1xi
2 Vn

Boldyreba [28,29] Vn

1 Vn CDH

1 A Vn B CDH
B A A

B

n = 1 : Vn

n = 2 : 2 B v1, v2

v1, v2 ∃x1,∃x2 ∈ Z∗p
x1g, x2g B x1, x2

B A Honest Player B A v1, v2 A V2
B v2

x1x2g1 = V2 − v2 (3.41)

x1g1, x2g1 x1x2g1 B

n = z(z ≥ 3) : 3 n = z−1
1 B vz−1, vz

vz−1, vz ∃xz−1,∃xz ∈ Z∗p
xz−1g, xzg B xz−1, xz
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B A Honest Player B A vz−1, vz A
Vz−1,Vz B vz−1, vz

xz−1xzg1 = Vz − Vz−1 + vz−1 − vz (3.42)

xz−1g1, xzg1 xz−1xzg1 B

1

Vn
σn σn

Boldyreba [28,29] σn

2 σn BLS

2 A σn B BLS
B A A

B

B vn

vn ∃xn ∈ Z∗p xng B xn

B A Honest Player B A vn A Vn
1 x1, . . . , xn−1 A

m σin

B B

xnH(m) = (xn−1 − 1)p−1
⎛⎜⎜⎜⎜⎜⎜⎜⎝σn −

n−1∑
j=2

(
x j−1x jH(m)

)⎞⎟⎟⎟⎟⎟⎟⎟⎠ (3.43)

xnH(m) B

2

2 ui−1, ui σn Vn
xi−1xi x′i−1, x

′
i
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x′i−1x
′
i = xi−1xi ui−1, ui

x′i−1, x
′
i

3.2.1 x′i−1x
′
i = xi−1xi x′i−1, x

′
i

σn = x1x2h + · · · + xi−1xih + xixi+1h + · · · + xn−1xnh + xnh (3.44)

ui ui′

ui ui′ vi′ vd = vi + vi′

ui vd = xdg1 xd

σn′ = x1x2h + · · · + xi−1(xd − xi)h + (xd − xi)xi+1h + · · · + xn−1xnh + xnh
= x1x2h + · · · + xi−1xi′h + xi′ xi+1h + · · · + xn−1xnh + xnh) (3.45)

ui′

vd = xdg1 xd
ui′

3.2.1

3.3

3.3.1

:

G1,G2: G1

1 G2 2
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g: G1

e:

uy: y uy � null

xy, vy: uy xy ∈ Z∗p vy = xyg

Ly: u1 uy

my: uy

H: {0, 1}∗ → G2 :MapToGroup [27, 43]

σy: u1 uy

•

•
•
•

[81, 82]
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g ∈ G1 ui xi ∈ Z∗p
vi = xig xi ui vi

ui

1. 1 u1 m1 h1 = H(m1) 2.3.3
BLS

σ1 = x1h1 (3.46)

L1 = {(null, u1)} (3.47)

σ1 L1 m1 h1 2 u2

2. i ui i − 1 ui−1 mi−1 hi−1 = H(mi−1)
hi−1 ui

mi hi = H(mi) ui−1
σi−1

σi = σi−1 + xihi−1 + xihi

= x1h1 +
i∑
j=2
(x jh j−1 + x jh j) (3.48)

Li−1

Li = Li−1 + {(ui−1, ui)}
= {(null, u1), (u1, u2), . . . , (ui−1, ui)} (3.49)

σi Li mi hi i + 1 ui+1

3. un un−1 mn−1 hn−1 = H(mn−1)
hn−1 un

mn hn = H(mn) un−1
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σn−1

σn = σn−1 + xnhn−1 + xnhn

= x1h1 +
n∑
j=2
(x jh j−1 + x jh j) (3.50)

Ln−1

Ln = Ln−1 + {(un−1, un)}
= {(null, u1), (u1, u2), . . . , (un−1, un)} (3.51)

σn Ln u1, . . . , un m1, . . . ,mn

1. Ln v1, . . . , vn

m1, . . . ,mn Ln 1
null 2

1 2 2

2. hi = H(mi)

3.

e(g, σn) = e(v1, h1) ·
n∏
j=2
e(v j, h j−1 + h j) (3.52)

e(g, σn) =e(g, x1h1 +
n∑
j=2
(x jh j−1 + x jh j))

=e(g, x1h1) · e(g, x2(h1 + h2)) · . . . e(g, xn(hn−1 + hn))
=e(x1g, h1) · e(x2g, h1 + h2) · . . . e(xng, hn−1 + hn)

=e(v1, h1) ·
n∏
j=2
e(v j, h j−1 + h j) (3.53)
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un σn Ln

m1, . . . ,mn

un+1
un σn,Ln mn

hn un+1 un+1 3
un+1

σn+1 = σn + xn+1hn + xn+1hn+1

= x1h1 +
n+1∑
j=2
(x jh j−1 + x jh j) (3.54)

Ln+1 = Ln + {(un, un+1)}
= {(null, u1), (u1, u2), . . . , (un, un+1)} (3.55)

σn+1 Ln+1

3.3.2

3.3.1

1
3.2

3.3.1

uq,r(q)w:
q 1
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3.2:

1 ≤ q ≤ n r(q)w
q lq q 1 ≤ w ≤ lq

uq,r(q)w � null

xq,r(q)w , vq,r(q)w: uq,r(q)w

σq,r(q)w: uq,r(q)w

Lq,r(q)w: uq,r(q)w
3.3

Lq,r(q)w = {(uq,r(q)w , {uq+1,r(q+1)α , . . . }),
(uq+1,r(q+1)α , {uq+2,r(q+2)β , . . . }), . . . ,
(ui−1,r(i−1)γ , {ui,r(i)δ , . . . }), . . .
(null, {ui,r(i)ε }), . . . } (3.56)

α, . . . , ε

mq,r(q)w: uq,r(q)w

3.3.1
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3.3: Lq,r(q)w

g ∈ G1 uq,r(q)w
xq,r(q)w ∈ Z∗p vq,r(q)w = xq,r(q)wg

xq,r(q)w uq,r(q)w vq,r(q)w uq,r(q)w

1. ul,r(l)α0 ml,r(l)α0 hl,r(l)α0 = H(ml,r(l)α0)
2.3.3 BLS

σl,r(l)α0 = xl,r(l)α0hl,r(l)α0 (3.57)

Ll,r(l)α0 = (null, {ul,r(l)α0}) (3.58)

σl,r(l)α0 Ll,r(l)α0 ml,r(l)α0 ( hl,r(l)α0)
ul−1,r(l−1)β0

2. us,r(s)β
us+1,r(s+1)γ1 , . . . , us+1,r(s+1)γk′ ms+1,r(s+1)i

γ1 ≤ i ≤ γk′ hs+1,r(s+1)i = H(ms+1,r(s+1)i) hs+1,r(s+1)i
us,r(s)β

ms,r(s)β hs,r(s)β = H(ms,r(s)β)
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us+1,r(s+1)i σs+1,r(s+1)i

σs,r(s)β =

γk′∑
i=γ1

(σs+1,r(s+1)i + xs,r(s)βhs+1,r(s+1)i) + xs,r(s)βhs,r(s)β (3.59)

Ls,r(s)β =

γk′∑
i=γ1

Ls+1,r(s+1)i + {(us,r(s)β , {us+1,r(s+1)1 , . . . , us+1,r(s+1)k′ })} (3.60)

σs,r(s)β Ls,r(s)β ms,r(s)β( hs,r(s)β)
us−1,r(s−1)β′

3. u1,r(1)1
u2,r(2)1 , . . . , u2,r(2)δ m2,r(2)i 1 ≤ i ≤ δ
h2,r(2)i = H(m2,r(2)i) h2,r(2)i

u1,r(1)1 m1,r(1)1 h1,r(1)1 =
H(m1,r(1)1) u2,r(2)i σ2,r(2)i

σ1,r(1)1 =

δ∑
i=1
(σ2,r(2)i + x1,r(1)1h2,r(2)i) + x1,r(1)1h1,r(1)1 (3.61)

L1,r(1)1 =

δ∑
i=1

L2,r(2)i + {(u1,r(1)1 , {u2,r(2)1 , . . . , u2,r(2)δ})} (3.62)

σ1,r(1)1 L1,r(1)1 uq,r(q)w mq,r(q)w

1. L1,r(1)1 vq,r(q)w

mq,r(q)w

2. hq,r(q)w = H(mq,r(q)w)
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3.

e(g, σ1,r(1)1 )

=e(v1,r(1)1 , h1,r(1)1 ) ·
∏

q,i, j∈All
e(vq,r(q)i + vq+1,r(q+1) j , hq+1,r(q+1) j) (3.63)

All

e(g, σ1,r(1)1 ) =e(g,
δ∑
i=1
(σ2,r(2)i + x1,r(1)1h2,r(2)i) + x1,r(1)1h1,r(1)1)

=e(g, x1,r(1)1h1,r(1)1 ) · e(g,
δ∑
i=1
(σ2,r(2)i + x1,r(1)1h2,r(2)i))

. . .

=e(g, x1,r(1)1h1,r(1)1 ) · e(g,
∑

q,i, j∈All
((xq,r(q)i + xq+1,r(q+1) jhq+1,r(q+1) j))

=e(x1,r(1)1g, h1,r(1)1 ) ·
∏

q,i, j∈All
e((xq,r(q)i + xq+1,r(q+1) j)g, hq+1,r(q+1) j) (3.64)

u1,r(1)1 σ1,r(1)1 L1,r(1)1

mq,r(q)w

u0,r(0)1 u0,r(0)1
u1,r(1)1 , . . . , u1,r(1)ε

u0,r(0)1 σ1,r(1)1 , . . . , σ1,r(1)ε L1,r(1)1 , . . . ,L1,r(1)ε

u1,r(1)i 1 ≤ i ≤ ε σ1,r(1)i , L1,r(1)i

m1,r(1)i h1,r(1)i u0,r(0)1 u0,r(0)1
3 u0,r(0)1

σ0,r(0)1 =

ε∑
i=1
(σ1,r(1)i + x0,r(0)1h1,r(1)i) + x0,r(0)1h0,r(0)1 (3.65)
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L0,r(0)1 =

ε∑
i=1

L1,r(1)i + {(u0,r(0)1 , {u1,r(1)1 , . . . , u1,r(1)ε })} (3.66)

σ0,r(0)1 L0,r(0)1

3.3.3

3.3.2

CGM XML
RDF RDF

[9,10]
1

1

3.3.3
3.4 2 3

3.3.2 u1,r(1)1 , u2,r(2)1 , u2,r(2)2 , u3,r(3)1 , u3,r(3)2 , u3,r(3)3 , u3,r(3)4

1. 3 u3,r(3)1 m3,r(3)1
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3.4: 2 3

h3,r(3)1 = H(m3,r(3)1 )

σ3,r(3)1 = x3.r(3)1h3.r(3)1 (3.67)

L3,r(3)1 = (null, {u3,r(3)1}) (3.68)

σ3,r(3)1 L3,r(3)1 m3,r(3)1 ( h3,r(3)1 )
u2,r(2)1 3

u3,r(3)2 u2,r(2)1 u3,r(3)3 u3,r(3)4 u2,r(2)2

2. 2 u2,r(2)1 2
u3,r(3)1 , u3,r(3)2 m3,r(3)1 ,m3,r(3)2

h3,r(3)1 = H(m3,r(3)1), h3,r(3)2 = H(m3,r(3)2) h3,r(3)1 , h3,r(3)2
u2,r(2)1

m2,r(2)1 h2,r(2)1 = H(m2,r(2)1) u3,r(3)1 u3,r(3)2
σ3,r(3)1 σ3,r(3)2

σ2,r(2)1 = σ3,r(3)1 + x2,r(2)1h3.r(3)1 + σ3,r(3)2 + x2,r(2)1h3,r(3)2 + x2,r(2)1h2,r(2)1 (3.69)
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L2,r(2)1 = {(u2,r(2)1 , {u3,r(3)1 , u3,r(3)2}), (null, {u3,r(3)1}), (null, {u3,r(3)2})} (3.70)

σ2,r(2)1 L2,r(2)1 m2,r(2)1 ( h2,r(2)1 )
u1,r(1)1 2 1 u2,r(2)2

u1,r(2)1

3. u1,r(1)1 2
u2,r(2)1 , u2,r(2)2 m2,r(2)1 ,m2,r(2)2

h2,r(2)1 = H(m2,r(2)1), h2,r(2)2 = H(m2,r(2)2) h2,r(2)1 , h2,r(2)2
u1,r(1)1

m1,r(1)1 h1,r(1)1 = H(m1,r(1)1) u2,r(2)1
u2,r(2)2 σ2,r(2)1 σ2,r(2)2

σ1,r(1)1 = σ2,r(2)1 + x1,r(1)1h2,r(2)1 + σ2,r(2)2 + x1,r(1)1h2,r(2)2 + x1,r(1)1h1,r(1)1 (3.71)

L1,r(1)1 = {(u1,r(1)1 , {u2,r(2)1 , u2,r(2)2}), (u2,r(2)1 , {u3,r(3)1 , u3,r(3)2}),
(u2,r(2)2 , {u3,r(3)3 , u3,r(3)4}), (null, {u3,r(3)1}), (null, {u3,r(3)2}),
(null, {u3,r(3)3}), (null, {u3,r(3)4})} (3.72)

σ1,r(1)1 L1,r(1)1

1. L1,r(1)1 v1,r(1)1 , v2,r(2)1v2,r(2)2 , v3,r(3)1 ,

v3,r(3)2 , v3,r(3)3 , v3,r(3)4 m1,r(1)1 ,m2,r(2)1 ,
m2,r(2)2 ,m3,r(3)1 ,m3,r(3)2 ,m3,r(3)3 ,m3,r(3)4

2. h1,r(1)1 , h2,r(2)1 , h2,r(2)2 , h3,r(3)1 , h3,r(3)2 , h3,r(3)3 , h3,r(3)4
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3.

e(g, σ1,r(1)1 )

=e(v1,r(1)1 , h1,r(1)1 ) · e(v1,r(1)1 + v2,r(2)1 , h2,r(2)1 )
· e(v1,r(1)1 + v2,r(2)2 , h2,r(2)2) · e(v2,r(2)1 + v3,r(3)1 , h3,r(3)1 )
· e(v2,r(2)1 + v3,r(3)2 , h3,r(3)2) · e(v2,r(2)2 + v3,r(3)3 , h3,r(3)3 )
· e(v2,r(2)2 + v3,r(3)4 , h3,r(3)4) (3.73)

3.3.2 3

3.3.4

3.3.2
σ1,r(1)1 L1,r(1)1

L1,r(1)1

σ1,r(1)1

3.3.2 A
v′lα,r(lα)1

A

σ′1,r(1)1 σ′1,r(1)1
Boldyreba [28,29] σ′1,r(1)1

3 3.3.2 σ′1,r(1)1
BLS

3 A σ′1,r(1)1 B BLS
A B B
A

B v′lα,r(lα)1
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B A Honest Player B A v′lα,r(lα)1 A
(x′lα,r(lα)β , v

′
lα,r(lα)β)

(x′q,r(q)w , v
′
q,r(q)w) A

σ′1,r(1)1 m′q,r(q)w
B B σ′1,r(1)1

σ′1,r(1)1 −
∑

i, j,k∈All’

(
(x′qi,r(qi) j + x

′
qi,r(qi) j)H(m

′
qi+1,r(qi+1)k )

)

− x′1,r(1)1H(m′1,r(1)1 ) − x′lα+1,r(lα+1)γH(m′lα,r(lα)1 )
=x′lα,r(lα)1H(m

′
lα,r(lα)1 ) (3.74)

All’
x′lα,r(lα)1

v′lα,r(lα)1 BLS B

3

2 uqi,r(qi)α , uqi+1,r(qi+1)β
H(mqi+1,r(qi+1)β) 2

xqi,r(qi)α , xqi+1,r(qi+1)β (xqi,r(qi)α+ xqi+1,r(qi+1)β)H(mqi+1,r(qi+1)β)
2 x′qi,r(qi)α , x

′
qi+1,r(qi+1)β

xqi,r(qi)α+xqi+1,r(qi+1)β = x′qi,r(qi)α+x
′
qi+1,r(qi+1)β uqi,r(qi)α , uqi+1,r(qi+1)β
x′qi,r(qi)α , x

′
qi+1,r(qi+1)β

Z∗p 2
K ⊂ Z∗p K

K

K K′ ⊂ Z∗p K′

2 km, kn ∈ K′

km < kn km+kn 1
2 kn

kn kn
kn 2 km + kn

51



3.1:

woQs 0
Qs Qv
Qs 0

1 kn ko > kn ko
ko km + kn < ko

km + kn ko 2
K′ K

K K

[83]

xqnot,r(qnot)γ
uqi,r(qi)α mqnot,r(qnot)γ

BLS xqnot,r(qnot)γH(mqnot,r(qnot)γ) u1,r(1)1
(xqi,r(qi)α + xqnot,r(qnot)γ)H(mqnot,r(qnot)γ) σ1,r(1)1

3.4

3.4.1

3.2 3.3
3.1

wo:

Qs:

Qv:
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3.2:
1

4wlCa + (2wl + 1)Cb (ws + 3)Cc
2wlCa + (wl + 1)Cb (ws + 1)Cc

Qs + Qv
Qs

3.4.2

3.2 3.3
3.2

RSA ElGamal
BLS 3.4.1

wl: 2

ws:

Ca:

Cb:

Cc:

2
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2

2

2
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4

4.1

4.1 3

:

:

:

4.2

4.2.1

2.3.5
SUMI-6 [37] (IIKO

) [34]
[33]

PIAT [35]

55



4.1:

4.2.2 IIKO [34] 4.2.3
PIAT [35]

4.2.2 IIKO

IIKO

• SADA

• SADP

• SPDA

• SPDP

• SDA

• SDP

• D

4.2
M∗α

M∗α hα SDA SDP
M∗α
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4.2: IIKO

h∗β M∗α
σi σ

σi σ

σ

τ j σ j′ � τ j′

τ τ j0 4.2
τ j1

τ τ j0

τ j1 τ

σi

τ j Gs

4.2.3 PIAT

PIAT

RCS PIAT 4.3
(i, j, hi) i j

hi
j h( j)0
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4.3: RCS PIAT

S j = {(i1, j, hi1 ), . . . , (ik, j, hik )} j − 1
σ( j−1) h( j)0 S j σ( j)

4.2.4

58



CGM

4.3

4.3.1

4.2.4

e-Learning
4.4 4.4

(1) sign,edit,reset

(2)

(3)

(4)

(5)

(6)

(7)

(8)

(9)

(10)
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4.4:

(11)

(5) (6) (4)
(4)

4.3.4

4.3.2
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(a) CADA

(b) CADP

(c) CPDA

(d) CPDP

(e) D

(f) AA

(g) AP

2

(a) (e) 4.2.2

(c) (d)

(f) (g)

(a) (e)
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2.3.5

M :

Mi :

M∗ :

M∗i :

Bj : j

B∗j : j

d :

Ni :

Nj : j

N∗i :

N∗j : j

J : j J

0c : 0 c 0 c

1c : 1 c 1 c

σi :

τi :

ζ j :

εi :
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σ : σi

τ : τi

ζ : ζ j

ε : εi

ID :

IDi, ID j : i j

H(·) :

hi :

h j :

‖ :

g :

sx : x = 0 x = 1

vx : x = 0 x = 1

/ :

\ : P \ Q P Q

Gd :

Gc :

Db : (b)

Dc : (c)

IO : i

IE : i

IDb : Db i

IDc : Dc i
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Ga :

r :

σr :

e(·, ·) :

xk :

yk :

Xα : xk α = 0 α = 1

Yα : yk α = 0 α = 1

• PKI Public Key Infrastructure:
CA Certification

Authority:

•

• [84]

• 1 1

4.3.3

4.5 4.5

ε j
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4.5:

M n
Mi ID IDi

hi = H(ID‖IDi‖Mi) hi 2
0 c σi = (H(ID‖IDi‖hi‖0c))s0

1 c τi = (H(ID‖IDi‖hi‖1c))s0
ID IDi

c
Gd Gc

σ τ σ

τ

σ τ

2 1
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Gc

Gd
σ τ

ID σ0 τ0 σ τ

σ0 τ0 Gc Gd

σ0 τ0

IDi IDi+1
IDi+0.5 j = i + 0.5

d hi+0.5 = H(ID‖IDi+0.5‖d) ζi+0.5 = (H(ID‖IDi+0.5‖hi+0.5‖0c))s0
ζ

Ga Ga
ζ

ζ′ 4.3.3
ζ ζ′

ζ−0.5
ζ ζ′ ζ−0.5

(a)
Gc

Gc
σ

σ′ 4.3.3
σ′

1 s1
Gd
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4.6:

Gd τ

τ′ 4.3.3
τ′

(a)
(a) Gc Gd

σ τ

Gc / Gd
(a) (a) (e)

(b)
(a)

Gd

Db
4.6

(b) (b) (d)
(c) Gd

τ

Gc
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0
Dc

Gd (c) (d)
(e)

(f)
Gd

ζ

σ τ

Gc Gd
IDi+0.5 4.3.2

1 1
Ga (f) (a) (d)
(g)

(d) (g)

(e)

(d) (a) (c) (g)
(e) (a) (c) (g) (f)

4.7

4.3.3 H(ID‖IDi+0.5‖hi+0.5‖0c)
ζ
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4.7:

Db,Dc εi

σ τ

4.3.4

4.4 (5) (4)

4.3.2 4.4 (2) (3) 4.4 (1)
Sign (8) (9) (10)

(11)
4.8

4.4 (2) (3) (5) (6)
(4) (4)
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4.8:

4.9

4.4

4.4.1

1.

2. 1

3. 1

4.
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4.9:

4.4.2

s0

v0 ← gs0 (4.1)

s1

v1 ← gs1 (4.2)

4.4.3

S1. M

M → M1,M2, . . . ,Mn (4.3)

S2. ID IDi
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M∗i ←ID (i = 0)
ID‖IDi‖Mi (i ≥ 1) (4.4)

M∗0

S3. Bj d

B∗j ← ID‖ID j‖d (4.5)

B−0.5 B∗−0.5

S4. (a) (e) (f) (g)

S5.

hi ← H(M∗i ) (4.6)

h j ← H(B∗j) (4.7)

S6. i IO
j J i ∈ IO j ∈ J

: σi ← (H(ID‖IDi‖hi‖0c))s0 (4.8)

: τi ← (H(ID‖IDi‖hi‖1c))s0 (4.9)

: ζ j ← (H(ID‖ID j‖h j‖0c))s0 (4.10)

S7. S6

σ←
∏
i∈IO
σi (4.11)

τ←
∏
i∈IO
τi (4.12)

ζ ←
∏
j∈J
ζ j (4.13)
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Gc,Gd,Ga

S8. M∗ = {M∗0,M∗1, . . . ,M∗n} Gc Gd Ga
σ τ ζ i IO

J

4.4.4

P1 P5

P1. 6

M∗i ← N∗i (4.14)

h′i ← H(N∗i ) (4.15)

σ← σ/σi (4.16)

Gc ← Gc \ {σi} (4.17)

σ′i ← (H(ID‖IDi‖h′i‖0c))s1 (4.18)

σ← σ × σ′i (4.19)

P2. 4

τ← τ/τi (4.20)

Gd ← Gd \ {τi} (4.21)

τ′i ← (H(ID‖IDi‖h′i‖1c))s1 (4.22)

τ← τ × τ′i (4.23)

P3. 1

εi ← (H(ID‖IDi‖(hi − h′i)‖1c))s1 (4.24)
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P4. 6

B∗j ← N∗j′ (4.25)

h′j′ ← H(N∗j′) (4.26)

ζ ← ζ/ζ j (4.27)

Ga ← Ga \ {ζ j} (4.28)

σ′j′ ← (H(ID‖ID j′ ‖h′j′ ‖0c))s1 (4.29)

σ← σ × σ′j′ (4.30)

P5. 2

τ′j′ ← (H(ID‖ID j′ ‖h′j′ ‖1c))s1 (4.31)

τ← τ × τ′j′ (4.32)

E1. M∗ M∗i B∗j

E2.

N∗i ← ID‖IDi‖Ni (4.33)

Ni ← d (4.34)

N∗j ← ID‖ID j‖Nj (4.35)

E3.
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(a)→(a): P1 P2 4

Gc ← Gc ∪ {σ′i} (4.36)

Gd ← Gd ∪ {τ′i} (4.37)

IO ← IO \ {i} (4.38)

IE ← IE ∪ {i} (4.39)

(a)→(b): 1

Gd ← Gd \ {τi} (4.40)

P1 P2 3

Gc ← Gc ∪ {σ′i} (4.41)

IO ← IO \ {i} (4.42)

IE ← IE ∪ {i} (4.43)

(a)→(c): 1

Gc ← Gc \ {σi} (4.44)

P1 P2 3

Gd ← Gd ∪ {τ′i} (4.45)

IO ← IO \ {i} (4.46)

IE ← IE ∪ {i} (4.47)

(a)→(d): 2

Gd ← Gd \ {τi} (4.48)

Gc ← Gc \ {σi} (4.49)

P1 P2 2

IO ← IO \ {i} (4.50)

IE ← IE ∪ {i} (4.51)
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(a)→(e): P1 M∗i ← N∗i M∗ ← M∗ \ M∗i P2
2

IO ← IO \ {i} (4.52)

IE ← IE ∪ {i} (4.53)

(b)→(b): P1 P3 5

Gc ← Gc ∪ {σ′i} (4.54)

Db ← Db ∪ {(hi − h′i)} (4.55)

IDb ← IDb ∪ {i} (4.56)

IO ← IO \ {i} (4.57)

IE ← IE ∪ {i} (4.58)

(b)→(d): 1

Gc ← Gc \ {σi} (4.59)

P1 P3 4

Db ← Db ∪ {(hi − h′i)} (4.60)

IDb ← IDb ∪ {i} (4.61)

IO ← IO \ {i} (4.62)

IE ← IE ∪ {i} (4.63)

(c)→(d): 1

Gd ← Gd \ {τi} (4.64)

(c)→(e): P1 M∗i ← N∗i M∗ ← M∗ \M∗i P2
2

IO ← IO \ {i} (4.65)

IE ← IE ∪ {i} (4.66)
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(f)→(a): P4 P5 4

Gc ← Gc ∪ {σ′j′ } (4.67)

Gd ← Gd ∪ {τ′j′ } (4.68)

J ← J \ { j′} (4.69)

IE ← IE ∪ { j′} (4.70)

(f)→(b): P4 P5 3

Gc ← Gc ∪ {σ′j′ } (4.71)

J ← J \ { j′} (4.72)

IE ← IE ∪ { j′} (4.73)

(f)→(c): P4 P5 3

Gd ← Gd ∪ {τ′j′ } (4.74)

J ← J \ { j′} (4.75)

IE ← IE ∪ { j′} (4.76)

(f)→(d): P4 P5 2

J ← J \ { j′} (4.77)

IE ← IE ∪ { j′} (4.78)

(f)→(g): 1

Ga ← Ga \ {ζ j} (4.79)

E4. εi

ε ←
∏
i∈ID
εi ID = IDb ∪ IDc (4.80)

r σr

E5. M∗ Gc Gd Ga σ τ ζ ε

J Db i IDb Dc
i IDc
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i IO
i IE Db Dc r

σr

4.4.5

V1. ID M∗0

V2. B∗j

e(ζ, g) = e(
∏
j∈J
H(ID‖ID j‖H(B∗j)‖0c), v0) (4.81)

V3. V2 M∗ M∗i ,N
∗
i N∗j′

IDi, IDj′ i, j′

k

V4. Db Dc

e(ε, g) = e(
∏
k∈ID

H(ID‖IDk‖(hk − h′k)‖1c), v1) ID = IDb ∪ IDc (4.82)

V5. V4 k ∈ ID ID = IDb ∪ IDc h′k = H(M
∗
k )

h′k + (hk − h′k) (= hk) (4.83)

V6. Db Dc
V5

: k ∈ I

xk ← H(ID‖IDk‖hk‖0c) (4.84)
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: k′ ∈ I

yk′ ← H(ID‖IDk′ ‖hk′ ‖1c) I = IO ∪ IE) (4.85)

V7. r

: X0 ←
∏
k∈IO

xk (4.86)

Y0 ←
∏
k∈IO
yk (4.87)

: X1 ←
∏
k∈IE

xk (4.88)

Y1 ←
∏
k∈IE
yk (4.89)

(4.90)

e(σ, g) = e(X0, v0) · e(X1, v1) (4.91)

e(τ, g) = e(Y0, v0) · e(Y1, v1) (4.92)

4.5

4.5.1

(g)
IDi IDj ζ

Ga

(b) Gc
σ εi ε Db

(b)
Db
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4.10:

Dc
(c) Gd

τ τ

εi ε Dc
(c)

(d) Db
Dc

Db Dc

4.10
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4.11:

(a) σi τi

(b) σi

(c) τi

(d)

(e)

(f) ζ j

(g)

4.11

4.11 A B C
B

D , B D A→
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4.1:

n
IIKO 2n 2
PIAT 1 1

3n + 1 4

B→ C ⇒ A→ D→ C 2
2

2

•

• 2

J IO IE IDb IDc

(H(J‖IO‖IE‖IDb‖IDc))s1

4.5.2

4.2

4.1
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4.1

3
1

εi

σi τi

2
1

4.5.3 n

4.3.2 1

n
n n

[2]

83



n
4.3.2

3.3

1
1

n
(f) (g) 1

2 n

n
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4.3.2
1

2
n

85



5

5.1 JPEG 2000

JPEG 2000 [19,20] 5.1 JPEG 2000

DWT

EBCOT

5

:
64 × 64

:

MSB LSB

:

: SNR

:

2
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5.1: JPEG 2000

1

JPEG
2000

1

JPEG 2000 0xFF90 FFFF
2

1 0xFF 1

JPEG 2000 0xFF90 FFFF 2
1

1

JPEG 2000 0xFF90 FFFF
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5.2 Cycle-walking

5.2.1 Cycle-walking

2.2.3
Cycle-walking

Cycle-walking
Cycle-walking

AES

JPEG 2000 Algorithm 1 Cycle-
walking 1280 AES 128

1 10 M

0xFF90 FFFF
1 10

10 10
1 10

Cycle-walking 1
1
1

0xFF90 FFFF 2 0xFF
0x90 FF Algorithm 1

5.2.2 Cycle-walking

5.2 Stutz Uhl Cycle-walking [39]

•

•
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1

5.2.3

EK(·) K AES m
JPEG 2000 Cycle-walking

CpK(·) Algorithm 3

Algorithm 3 CpK(m):Encryption procedure of our scheme
Divid m into P(0) . . . P(n − 1)
{The size of each P(k) is the block size of EK(·).}
x← null
for i = 0 to n − 1 do
repeat
bool← 1
a← EK(P(i))
if x == null then
r ← a

else
r ← x‖a

end if
for j = 0xFF90 to 0xFFFF do
if Code j is within r then
bool← 0

end if
end for
P(i)← a

until bool == 1
bot ← The bottom Byte of P(i)
if bot == 0xFF then
x← bot

else
x← null

end if
end for
return P(0)‖ . . . ‖P(n − 1)

1JPEG 2000 1
1 1 0x1F 2 1 0xF9
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1. JPEG 2000 EK(·)

2. (a) (e)

(a) EK(·)
(b)

(c)
(a)

(d) 0xFF 0xFF
0xFF

(e)

3. JPEG 2000

2-(b),(c),(d)

0xFF (b)
(c)

5.2.4

5.2.3 Cycle-walking

Stutz Uhl
[39]
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E−1K (·) EK(·) c JPEG 2000
Cycle-walking Cp−1K (·)

Algorithm 4

Algorithm 4 Cp−1K (c):Decryption procedure of our scheme
Divide c into P(0) . . . P(n − 1)
{The size of each P(k) is the block size of E−1K (·).}
x← null
for i = 0 to n − 1 do
bot ←The Bottom Byte of P(i)
repeat
bool← 1
a← E−1K (P(i))
if x == null then
r ← a

else
r ← a‖x

end if
for j = 0xFF90 to 0xFFFF do
if Code j is within r then
bool← 0

end if
end for
P(i)← a

until bool == 1
if bot == 0xFF then
x← bot

else
x← null

end if
end for
return P(0)‖ . . . ‖P(n − 1)

1. JPEG 2000 E−1K (·)

2. (a) (f)

(a)

(b) E−1K (·) (d)
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(c) (e)
(b)

(d) (c)
(b) (a)

(e) (a) 0xFF 0xFF
0xFF

(f) (e) (a)

3. JPEG 2000

2-(d) 5.2.4 2-(c)

5.3

5.3.1

Algorithm 1 Algorithm 3 M

Algorithm 1 M 0 k − 1 Algorithm 3
M 0xFF90 FFFF

Cycle-walking Cycle-walking
M

5.3.2

Cycle-walking

t 1
1 1 B B
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5.2:

A 5.2 2
B

1 A n 0xFF

2 A n 0x00 FE

1 B 1 0x90 FF 1
0x90 FF 7×16

28 1 n 2
0xFF90 FFFF 1 2 0xFF90 FFFF 7×16

216

P̃1 =
(
1 − 7 × 16

28

) (
1 − 7 × 16

216

)t−1
(5.1)

1

P1 = 1 − P̃1

= 1 −
(
1 − 7 × 16

28

) (
1 − 7 × 16

216

)t−1
(5.2)

2 B 1 n
2 0xFF90 FFFF
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P̃2 =
(
1 − 7 × 16

216

)t−1
(5.3)

1

P2 = 1 − P̃2 = 1 −
(
1 − 7 × 16

216

)t−1
(5.4)

A n 0xFF 1
28

1 2 Q1 Q2

Q1 =
1
28

(5.5)

Q2 =
(
1 − 1

28

)
(5.6)

1 E
x k k ≥ 1 Pk−1x P̃x

E =Q1

⎛⎜⎜⎜⎜⎜⎜⎝
∞∑
k=1
kPk−11 P̃1

⎞⎟⎟⎟⎟⎟⎟⎠ + Q2
⎛⎜⎜⎜⎜⎜⎜⎝
∞∑
k=1
kPk−12 P̃2

⎞⎟⎟⎟⎟⎟⎟⎠
=Q1P̃1

⎛⎜⎜⎜⎜⎜⎜⎝
∞∑
k=1
kPk−11

⎞⎟⎟⎟⎟⎟⎟⎠ + Q2P̃2
⎛⎜⎜⎜⎜⎜⎜⎝
∞∑
k=1
kPk−12

⎞⎟⎟⎟⎟⎟⎟⎠ (5.7)

B A 2

E′ = P̃2

⎛⎜⎜⎜⎜⎜⎜⎝
∞∑
k=1
kPk−13

⎞⎟⎟⎟⎟⎟⎟⎠ (5.8)

16 128

E′ � 1.025989

E � 1.029106
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5.3: Cycle-walking

Cycle-walking

5.3
JPEG 2000 256× 256[pixel] 6

Cycle-walking
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Cycle-
walking 2 3

2.2.3 Cycle-walking

5.2.3 Cpk 1
1

5.2.4 Cp−1k 1
1

1
+2

2 AES Cpk Cp−1k AES
16 2 18

JPEG 2000 0xFF
0xFF

1.030012
Cycle-walking

0xFF00 FF89

2JPEG 2000
2
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5.3.3 Cycle-walking

5.2 Cycle-walking
JPEG 2000

Cycle-walking

5.2 Algorithm 4 CBC
Algorithm 5

Algorithm 5 CcK(m):CBC mode of CpK(m)
Divid m into P(0) . . . P(n − 1)
{The size of each P(k) is the block size of EK(·).}
IV is set in random value.
for i = 0 to n − 1 do
if i == 0 then
P(i)← P(i)⊕IV

else
P(i)← P(i) ⊕ P(i − 1)

end if
P(i)← CpK(P(i))

end for
return P(0)‖ . . . ‖P(n − 1)

Algorithm 5

Algorithm 5 Algorithm 4
Algorithm 5 Algorithm 4

Algorithm 4

Cycle-walking
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6

6.1

3 BLS

1

4

5
JPEG 2000

Cycle-walking

(a)

(b)
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(c)

(d) Cycle-walking Algorithm 3 Cycle-walking

(e)

6.2

6.1 1.3
6.1

3

4

5

6.1
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6.1:
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•

–

–

•

–

–

–

6.3

1.

2. 4.5.3 n

3.

4. 6.2

5. CGM

[85] [7, 8]
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A.1

3.3.2 3.3.3
2

2

2 3.3 2

[30] A.1

A.2

:

G1,G2: G1

1 G2 2

g: G1

e:

uy: y uy � null

xy, vy: uy xy ∈ Z∗p vy = xyg

Ly: u0 uy

my: uy

H: {0, 1}∗ → G2 :MapToGroup [27, 43]
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A.1:

σy: u0 uy

3.3.1

A.3 Parallel Structure

A.3.1

g ∈ G1 ui xi ∈ Z∗p
vi = xig xi ui vi ui

A.3.2

PS1. u0 m0 h0 = H(m0) 2.3.3 BLS

σ0 = x0h0 (A.1)

L0 = {(null, u0)} (A.2)

σ0 L0 m0 h0 u1, . . . , un
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PS2. ui 1 ≤ i ≤ n u0 m0 h0 = H(m0)
h0 ui

mi hi = H(mi) u0 σ0

σi = σ0 + xih0 + xihi

= x0h0 + xih0 + xihi (A.3)

L0

Li = L0 + {(u0, ui)}
= {(null, u0), (u0, ui), } (A.4)

σi Li mi hi un+1

PS3. un+1 u1, . . . , un m1, . . . , un h1 =
H(m1), . . . , hn = H(mn) hi

un+1 mn+1 hn+1 = H(mn+1)
u1, . . . , un σ1, . . . , σn

σn+1 =

n∑
j=1

(
σ j + xn+1h j

)
− (n − 1)σ1 + xn+1hn+1

=x0h0 +
n∑
j=1

(
x jh0 + x jh j + xn+1h j

)
+ xn+1hn+1 (A.5)

L1, . . . ,Ln

Ln =

n∑
j=1

L j + {(u j, un+1)}

={(null, u0), (u0, u1), . . . , (u0, un), (u1, un+1), . . . , (u1, un+1)} (A.6)

σn+1 Ln+1 u0, . . . , un+1 m0, . . . ,mn+1

A.3.3

PV1. Ln+1 v, . . . , vn

m0, . . . ,mn+1
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PV2. h0 = H(m0), . . . , hn+1 = H(mn+1)

PV3.

e(g, σn+1) = e(v0, h0) ·
n∏
j=1
e(v j, h0 + h j) ·

n∏
j=1
e(vn+1, h j) · e(vn+1, hn+1) (A.7)

e(g, σn) =e(g, x0h0 +
n∑
j=1
(x jh0 + x jh j + xn+1h j) + xn+1hn+1) + xn+1hn+1)

=e(g, x0h0) ·
n∏
j=1
e(g, x j(h0 + h j)) ·

n∏
j=1
e(g, xn+1h j) · e(g, xn+1hn+1)

=e(x0g, h0) ·
n∏
j=1
e(x jg, h0 + h j) ·

n∏
j=1
e(xn+1g, h j) · e(xn+1g, hn+1)

=e(v0, h0) ·
n∏
j=1
e(v j, h0 + h j) (A.8)

A.4 Mixed Structure

A.4.1

g ∈ G1 ui xi ∈ Z∗p
vi = xig xi ui vi ui

A.4.2

A.1

MS1. u0 m0 h0 = H(m0) 2.3.3 BLS

σ0 = x0h0 (A.9)
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L0 = {(null, u0)} (A.10)

σ0 L0 m0 h0 u1 u2

MS2. u1 u0 m0 h0 = H(m0) h0
u1

m1 h1 = H(m1) u0 σ0

σ′1 =x1h1 (A.11)

σ1 =σ0 + x1h0 + x1h1 (A.12)

L0

L0 = {(null, u0), (u0, u1)} (A.13)

σ1 L1 m1 h1 u4 u5

MS3. u2 u0 m0 h0 = H(m0) h0
u1

m2 h2 = H(m2) u0 σ0

σ′2 =x2h2 (A.14)

σ2 =σ0 + x2h0 + x2h2 (A.15)

L0

L0 = {(null, u0), (u0, u2)} (A.16)

σ2 L2 m2 h2 u3

MS4. u3 u2 m2 h2 = H(m2) h2
u3

m3 h3 = H(m3) u2 σ2

σ′3 =x3h3 (A.17)

σ3 =σ2 + x3h2 + x3h3 (A.18)
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L0

L3 = L2 + {(u2, u3)} (A.19)

σ3 L3 m3 h3 u4 u5

MS5. u4 u1 u3 m1 m3 h1 = H(m1) h3 = H(m3)
h1 h3 u4

m4 h4 = H(m4) u1 u3
σ1 σ3

σ′4 =x4h4 (A.20)

σ4 =σ1 + σ3 − σ0 + x4h1 + x4h3 + x4h4 (A.21)

L1 L3

L4 = L1 + L3 + {(u1, u4), (u3, u4)} (A.22)

σ4 L4 m4 h4 u6

MS6. u5 u1 u3 m1 m3 h1 = H(m1) h3 = H(m3)
h1 h3 u5

m5 h5 = H(m5) u1 u3
σ1 σ3

σ′5 =x5h5 (A.23)

σ5 =σ1 + σ3 − σ0 + x5h1 + x5h3 + x5h5 (A.24)

L1 L3

L5 = L1 + L3 + {(u1, u5), (u3, u5)} (A.25)

σ5 L5 m5 h5 u6

MS7. u6 u4 u5 m4 m5 h4 = H(m4) h5 = H(m5)
h4 h5 u6

m6 h6 = H(m6) u4 u5
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σ4 σ5

σ′6 =x6h6 (A.26)

σ6 =σ4 + σ5 − σ0 − σ′1 − σ′3 + x6h4 + x6h5 + x6h6 (A.27)

L4 L5

L6 = L4 + L5 + {(u4, u6), (u5, u6)} (A.28)

σ6 L6 m6 h6 u7

MS8. u7 u6 m6 h6 = H(m6)
h6 u7

m7 h7 = H(m7) u6 σ6

σ7 = σ6 + x7h6 + x7h7 (A.29)

L6

L7 = L6 + {(u6, u7)} (A.30)

σ7 L7 u0, . . . , u7 m0, . . . ,m7

A.4.3

PV1. L7 v, . . . , v7

m0, . . . ,m7

PV2. h0 = H(m0), . . . , h7 = H(m7)

PV3.

e(g, σ7)

= e(v0, h0) · e(v1, h0 + h1) · e(v2, h0 + h2) · e(v3, h2 + h3) · e(v4, h1 + h3 + h4)
· e(v5, h1 + h3 + h5) · e(v6, h4 + h5 + h6) · e(v7, h6 + h7) (A.31)
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e(g, σ7) =e(g, σ0 +
6∑
j=1
σ′j + x7h7 + x1h0 + x2h0 + x3h2 + x4(h1 + h3)

+ x5(h1 + h3) + x5(h4 + h5) + x7h6)

=e(g, x0h0) · e(g, x1(h0 + h1)) · e(g, x2(h0 + h2)) · e(g, x3(h2 + h3))
· e(g, x4(h1 + h3 + h4)) · e(g, x5(h1 + h3 + h5))
· e(g, x6(h4 + h5 + h6)) · e(g, x7(h6 + h7))
=e(x0g, h0) · e(x1g, h0 + h1) · e(x2g, h0 + h2)
· e(x3g, h2 + h3) · e(x4g, h1 + h3 + h4) · e(x5g, h1 + h3 + h5)
· e(x6g, h4 + h5 + h6) · e(x7g, h6 + h7) (A.32)
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